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Save your seat for our next Webinar

STUDENT

PRIVACY PRIVACY POLICY

flosa Mack Science, Inc. recognizes and respects the importance of the privacy of personal student information that may be shared with us. We
/ant to insure that all Mosa Mack users are aware of our Privacy Policy, and cur commitment to protect the personal information that is shared
/ith us. In addition, our commitment to privacy is reflected in our privacy pledge.

Vhat is considered personal information that is collected by Mosa Mack?

'ersonal information is that information that personally identifies a student, such as your name, address, and email address, We collect only
tudents’ first and last names, email addresses and, when quizzes are taken on the Mosa Mack site, those quiz results. Those are the only pieces
f personally identifiable, or confidential, student information that we maintain.

Vhat does Mosa Mack do with the confidential information it collects?

Ve do not disclose, sell or market confidential student information to any third parties. We use it only for educational purposes, that is, for the
urposes of our users and for our own internal analysis purposes. We do not use or disclose the student information for any advertising purposes.

Ne use this data only for the purposes for which we are authorized to do so, based on our agreements with our educational agencies, teachers,
arents and/or students.

low does Mosa Mack protect and secure my information?

‘our Mosa Mack account is protected by a password. You can help us protect against unauthorized access to your account by keeping your
assword secret at all times.

he security of your personal information is important to us. We work hard to protect our community, and we maintain administrative, technical anc
hysical safeguards designed to protect against unauthorized use, disclosure of or access to personal information. In particular:

- Our engineering team is dedicated to keeping your personal information secure
+ We use industry-trusted solutions in our infrastructure to maintain a high level of security

« We periodically review our information collection, storage and processing practices, including physical security measures, to guard against
unauthorized access to systems

+ We continually develop and implement features to keep your personal information safe - for example, when you enter any information
anywhere on the Service, we encrypt the transmission of that information using secure socket layer technology (SSL/TLS) by default

« We ensure passwords are stored and transferred securely using encryption and salted hashing

Vhat happens if there is a breach?

Jthough we make concerted good faith efforts to maintain the security of personal information, and we work hard to ensure the integrity and
ecurity of our systems, no practices are 100% immune, and we can’t guarantee the security of information. Outages, attacks, human error, syster
ailure, unauthorized use or other factors may compromise the security of user information at any time. If we learn of a security breach, we will
otify you electronically through email and/or through an electronic notice on our homepage (www.mosamack.com). Depending on where you live,
ou may have a legal right to receive notice of a security breach in writing.

‘or how long does Mosa Mack maintain the student data?

Ve maintain student data for sixty days following the de-activation of a teacher’s or education agency’s use of Mosa Mack, unless required by law
> maintain it for a different period of time.
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formation from your child or their teacher. You are encouraged to use the student's login information and view all their activities and progress on
e account at any time. Parents have a right to request the student's Personally Identifiable Information be deleted or request changes in his or
er records if it is inaccurate or misleading. Additionally, a district or student is able to request that the Personally identifiable Information be
eleted.

s third party advertising permitted on Mosa Mack?

lo. No advertising is permitted and no vendors have access to Mosa Mack's website.

‘ERPA & COPPA

flosa Mack makes every effort to ensure consistency with the Family Educational Rights and Privacy Act (FERPA) policies. We also comply with
>hildren’s Online Privacy Protection Act (COPPA).

Ve have signed the K-12 School Service Provider Pledge to Safeguard Student Privacy.

\ny questions about the collection, maintenance and use of student data can be directed to info@mosamack.com.
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